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X-Guardian

Unleash the Full Potential of Your Security Infrastructure
X-Guardian 
At the heart of the XSponse ecosystem is a centralized control platform that uses 
web API integration for seamless oversight and connectivity across all security 
devices. X-Guardian is a powerful web-based platform that enhances situational 
awareness by consolidating data from various XSponse input and output devices 
into a single interface. This unified approach enables organizations to monitor 
activities in real-time, respond swiftly to incidents, and streamline operations. 

How X-Guardian Works
The X-Guardian platform operates on a secure AWS cloud server, utilizing advanced 
data integration and management capabilities to provide a comprehensive view of 
the security landscape. It connects with a variety of devices across the XSponse 
ecosystem, enabling real-time monitoring and alerting functions. Users can 
customize roles and permissions for different personnel, ensuring that appropriate 
access is granted based on individual responsibilities. Moreover, X-Guardian 
supports features such as geofencing and interactive mapping, enhancing 
effectiveness and accurate response in an emergency event. Its user-friendly 
interface makes it easy to navigate, allowing organizations to react promptly to 
potential threats. With its robust capabilities, X-Guardian is essential for maintaining 
operational security and fostering a proactive safety culture.

Centralized Control: Manage and monitor all XSponse security devices from a single interface for streamlined operations and oversight.

Real-Time Monitoring and Alerts: Continuously analyze data and send instant notifications to designated personnel, enabling quick 
responses to security incidents.

Customizable Roles and Permissions: Define user access levels based on roles to secure sensitive information and ensure authorized 
access.

Geofencing and Interactive Mapping: Mapping provides real time device locations and status as well as access to command and control 
including video and audio.

Open API Integration: Seamlessly connect with third-party systems for enhanced functionality and expanded security capabilities.

Powerful Reporting Tools: Generate detailed reports on system performance and incidents to aid in planning.

Real-Time device health monitoring: Instant notifications when devices are compromised or go offline. Notifications can be customized 
using phone, text, or email to send to various groups within the organization.

Custom Event Creation: Simple point and click interface allows the creation of custom triggers and actions Using XSponse devices.

One-to-Many device management: Push changes or updates to individual or groups of devices in real time with the click of a button.

Mobile IOS & Android App: Provides real time access to features such as Event activation, lives status reporting, Geo-location, Chat 
Groups, Event Logs, Live Audio communication, Live Video communication and more.

Key Features:



X-Guardian Features
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X-Guardian

Customized dashboard

System user management

Roles and permissions

Mobile profile management

Document library viewing

Event management using triggers 
and actions

Recurring event scheduling

One-time event scheduling

Advanced visual event creation

Device management

Over the air update capabilities

Remote device configurations

Device grouping

Remote identification

Remote reboot

Remote reconfigurations

Controller management

Live real-time controller log viewing

Schedule management including one time and 
recurring visual and audible playlist management

Sound management including TTS support

Contact management

Contact grouping 

Contact importation

Billing and license viewing

Real time viewing logs and history

Customer Portal Features Dealer Portal Features

Customized dashboard

Customer management and impersonation

Roles and permissions

Device management

Device health monitoring

Assign and unassign devices

Real time order processing and fulfillment

Billing management

License management

Maintenance management

Add-on management

Voucher creation and control

Document library

Real time event logs and history

24x7 Real time support via chat email and phone

eMapping

Device icon mapping
Visual real time device status

Location services
Multiple location management

Video and audio control via map

Live interactive maps
Interactive floor plan 

Support for multiple floors
Custom layers
3D mapping

X-Guardian Software Levels

X-Guardian Enterprise ENT-SUITE  Enterprise Software Suite - Unlimited Devices

X-Guardian Professional PRO-SUITE  Professional Software Suite - 75 devices

X-Guardian Essential ESS-SUITE  Essential Software Suite - 15 devices

X-Guardian Controller - Rack                                          38-000    Rack Mounted Controller preloaded w/ Guardian Software

X-Guardian Controller - Standalone                              38-0002    Standalone Controller preloaded w/ Guardian Software

X-Guardian Controller - Virtual Machine                        38-VM    Virtual Controller software for VM environment
       preloaded w/ Guardian Software

X-Guardian Controller

Choose from 1, 3, or 5-year Software Maintenance Agreements for all software levels, ensuring continuous support and updates.

X-Guardian Mobile

X-Guardian Mobile Software - 1-Year 38-MS1 Guardian Mobile Software License

X-Guardian Mobile Software - 3-Year 38-MS3 Guardian Mobile Software License

X-Guardian Mobile Software - 5-Year 38-MS5 Guardian Mobile Software License


